Y0 efiuy YTBEPAIIAIO

ﬂ,ﬂpex{' j 3" ,U,U « AL «Peneccancy
il Kpamwennnnna JL [1.

LD %@L_?ﬂ&:}

[Mopsiaok oprauu3anui AHTHBHPYCHOI 32IMHTHI CPEICTE HIPOPMATHIAIIHN
B MAY J10 «/lerckas mko/a nekyecers «Pemeccanc»

1. Obunre no0meHHs

1.1, Hacrosimas HHCTPYKIMA Onpejlender TPeOOBAHHA K OPraHH3aiy 3alliThl CPEICTB
HHQOPMATH3ANMA 0T paspylIAOMIEro BO3JIEHCTEHA KOMIOBIOTCPHBIX  BHPYCOR, [OPAIOK
opraHusaiii paboT 110 aHTHEMpYCHOIT 3aumTe cpeacts nHgopMarsaminn 8 MAY J10 «/lercxas
WIKOJIA MCKYCCTBY (Jllee — yHpe:KIeHHE), YCTAHABIMBACT OTBETCTBEHHOCTE TIONB3OBATENCH
JOIAKHOCTHBIX JIHIL VIPEHKICH!S 110 AHTHBHPYCHOH 3aNIHTE CPENCTB HHIOPMATH3AINH.

1.2. K HCIIoNB30BaHHIO B YUPEHJIEHHH [ONYCKACTCH TONBKO JHUCH3HOHHOC QHTHEHPYCHOE
nporpaMMHoe 00ecneHeHHe B COOTBETCTBHH ¢ TPeOOBAHHAMH JCIICTRYIONMETO 3aKOHONATEIhCTHA
Poceniickofi @enepauun (Norton Antivirus, Kaspersky Antivirus, Dr.Web u 1.1.). Ycranosxa,
HacTpoiika W peryaapHoe OOHOBJIEHHE AHTHBHDPYCHBIX CPEACTE OCYIIECTBIACTEH TONLKO
OTBETCTBEHHBIM 32 HHOPMAHMOHHYIO De30TACHOCTh YHUPEHKISHHA.

1.3, IlpH HaTHYWH B YUPEWICHHH JIOKA/IBHON KOMIIBIOTEPHOH CETH W Ccepsepa
pEKOMEHAYeTes  HCIONB3IOBATH  BEPCHI0  AHTHBHPYCHOTO  MPOTPaMMHOTO  obecrieueHnms,
NO3BOJAMIOMIYI0  OPTAHH30BATE UCHTPAIH30BAHHOC YNPABICHME: YCTAHOBKA, HACTpolika,
ofiHOBIeHHEe AHTHBUPYCHBIX 0a3, AHTHBMPYCHOE CKAHHpOBaHWe M COOp OTYCTOB HA BCCX
KOMITBIOTEPAX JI0/KHE! OCYIIECTBIATECA YIAIeHHO Ha ceprepe yupenxuienus (Kaspersky Work
Space Security, Symantec Antivirus Corporate Edition, Symantec Endpoint Protection u T, 11.)

1.4, TpeGopaHus WHCTPYKUMH SBIAIOTCS  OOA3aTedBHBIMM A0 BCeX  pabOTHHKOH
VUPERIICHHA, HMEIOMIHX JI0CTYI K HHOPMALHOHHBIM pecypeam.

2. TpedoBannda K MPOBEIEHINI0 MEPONPUATHIT 110 AHTHBHPYCHOI 3aUIHTE CPLACTE
nH(popMATHIALIN,

2.1.06azaTeARHOMY QHTHBHPYCHOMY KOHTPOIIO TTOJUTCHHT:

o iobas wmadopmaiis (Texcrosble  daitiel  modsx  popmatos, Qaiiin JAHHBIX,
uenonHaeMeie  (ajiiel), HOTyHaeMadm W [EpPeIaBaCMas 10 TENCKOMMYHHKAHOHHBIM
KaHamamM;

o pHGOPMALIHA HA CHEMHBIX HOCHTEIAX (MATHUTHBIX anckax, jeHrax, CD-ROMu T, 1

e BxOHUAT M ucxomauan mHpOpMAanMs (Nepen 3anHce0 Ha HOCHTENH HHQOPMALHH,
APXHBHPOBAHHEM H OTNPABKOI);

e hailiel, TOMEMIAEMBIE B ANEKTPOHHBIN apXHB;

o (hailasl, TOMENIACMBIE HA CEpBep;

s yCTAHABIMBacMoeE (M3MeHAEMOe) NporpaMMHoee n0eceueHHeE,

2.2. ExeOHeBHO B ABTOMATHYCCKOM PEKHME JIONAKHO  BBINOJHATBCA  0OHOBICHHE
AHTHBHPYCHBIX 0a3 M TPOBOAWTECH AHTHBHPYCHBII KOHTPONE BCEX JUICKOB M (aiinos
NEPCOHAIBHOIO KOMITBIOTEPA.

2.3, Mo/y/ib aHTHBHPYCHOI 3QIIMTH JIOJKEH 3arpyiKAThCs QBTOMATHYCCKH TIPH 3arpy3ke
KOMIIBIOTEPA, 3aKpRITHE MOJYIA WIH OCTAHOBKA ero paboThl Ha BCEX KOMIBIOTEPAN I0.KHA
GBITE OTKIOYEHA HITH 3aKPBITa MapolieM.

2.4. Ocoboe BHMMaHHE chgayeT oDpaTHTE Ha HEAONYCTHMOCTh HCIOTB30OBAHUA ChEMHBIX
HOCHTE e, TPUHAUTEKAIITAM THIIAM, BPEMEHHO JONYLIEHHBM K paboTe ia DBM B yupeaciennn
(oBygatommecs, YYaCTHHKH COBCLMAHWH, CTYIEHTRI-IPAKTHKAHTBI H T.L) Pabora 1Hx 1M1l
JOJIAHEA TPOBOIHTECA 1101 HEITOCPEACTBEHHBIM KOHTPOJIEM COTPY/IHHEA NITH OTBETCTRCHHOTO 34



HHGOPMAIHOHAYID 0e30MacHOCTh, 0COOCHHO, eciin pafoTa NPOHCXOIHT € HCHONIE30RAHHEM
pecypcos cetH MHTEpHET.

2.5, Tlepro/IHHECKHE AHTHBHPYCHBIC IPOBEPKH BCCX KOMIIBIOTEPOB YUPEK/ICHHA JOKHEI
MPOBOAMTHCA HE PEKE OJIHOTO pasa B HESTHD.

2.6. Bueouepennofi aHTHBHPYCHBIT KOHTpONL BCeX JHMCKOB H (hailloB NEPCOHANBHOID
KOMITREOTEpPA  JIOJKEH  BBIIONHATECA TIPH  BO3HHKHOBEHHH  IOJIO3PEHHA Ha  HATHYHE
KOMITBIOTEPHOTO BHPYCa (HeTHIHYHAs padoTa MPOrpaMM, MOABISHHE IPapHYCCKHX M 3BYKOBRIX
y(pdexTon, MCKameHMil NaHHBIX, NponataHns (aifnos. WacToe NOARIEHAE COODWEHHH ©
CHCTEMHBIX OIIHOKAX W T. 1),

3. llpodmiakTHra sapamceHus
3.1.0mAnM W3 OCHOBHBIX METOZOB OOpbOBI C BHPYCAMH ABJIACTCH CBOEBPEMEHHAA
npodMIaKTHKA, COCTOAIAN H3 CODMONCHHA CC/IYIOUHX TPABHIT:
3.1.1.3a1MTHTE  KOMIOBIOTED € TOMOIIBK) AHTHBHPYCHBIX [POrpaMM M [1pOrpaMu
OesomacHoi padoTel B cetn Muatepnrer. [as sroro: )
*  YCTAHOBHTH AHTHBHPYCHYIO NPOIPaMMy;
OOHOB/IATE PETY/IAPHO CHIHATYPBI YTPO3, BXOIAIINE B COCTAR NIPOrPAMMABL:
He BBIFPYIKATh H3 NaMATH H HE OCTAHABIMBATE padoTy AHTHBHPYCHOH MPOIpaMMBl,
.2. [1pOSBNATE OCTOPOKHOCTE MPH 3AITHCH HOBBIX JAHHEIX HA KOMITHIOTEP:
[IPOBEPHTH Ha NPHCYTCTBHE BHPYCOB BCE ChEMHBIE AHCKH (anckersl, CD-mucku, queu-
HAKOTIHTEH H 11p.) Nlepeil HX HCIOIbI0BAHHEM.
e HE 3amyckarh HUKakux (ailjioB, NpHIIEAIINE M0 MOYTE, HE NPOBEPEHHEIX C MOMOTIBID
AHTHBHPYCHOH NPOrpaMMael,
e o0OpaTHTH BHUMaHWe Ha HamnuMe cepruduKara 6e30MaCHOCTH TIPH YCTAHORJICHHH HOBOH
nporpaMMsl ¢ Kakoro-mabo sed-cafita.
e [IPOBSPHTE ¢ MOMOIIBIO AHTHBHPYCHOI MPOrpaMMel KONHpYEeMEIiT u3 ceTn MATepier nin
JIOKATHHOH ceTH HenomHaeMblil daiin.
3.1.3. IMons3osarees cepeucom Windows Update u perynsapHO yCTaHaBIHBATE OOHOBICHNA
onepatnonHoif cucremsr Microsoft Windows.
3.1.4. Co3aarh JMCK aBapHiTHOTrO BOCCTAHOBICHHA, C KOTOPOTO MPH HEOOXOAMMOCTH MOMKHO
OY/ICT 2arpy3UThCH, HCMOMB3YH (HHCTYION OTIEPAIIHOHHYIO CHCTEMY.
3.1.5. IlpocMaTpHEATE PEryIspHO CIHCOK YCTAHOBJICHHBIX IPOrPaMM.,
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4. JoamuocTHble 0053aAHHOCTH MOJL30BATE EH 10 AHTHBIPY CHOM 3a1ITE CPEICTB
nugopMaTHIALHNT
4.1.He npeprsars npouece o0HOBICHNA AHTHBHPYCHBIX Dai W aHTHBHPYCHBIH KOHTPOIL
BCEX JMCKOB H afifios NepeoHaIbHOrO KOMIBIOTEPA.
4.2, Ilpu oTnpaBKe M TOJAYHEHHH 2IEKTPOHHOI MOUTH NOMbL30BaTENh 00A32H NMPOBEPHTE
JNeKTPOHHBIC THCEMA Ha HATHYHE BHPYCOB.
4.3, llpu HCnons30BaHHH CHEMHBIX HOCHTENIRH, OCYIIECTRIATE HX AHTHBHPYCHYIO NPOBEPKY.
44, B cinywae oOHapymeHHS TPOBENEHHHA aAHTHBHPYCHOH [POBEPKH  3apasKeHHBIX
KOMIIBIOTEPHBIMH BHpYCaMu (hailIoB MM JNICKTPOHHBIX MHCEM N0Ib30BATENH O0A3aHbI,
* [PHOCTAHOBHTE paboTy;
® HEMEUIEHHO ITTOCTAaBHTE B H3BECTHOCTL O (aKTe OOHAPYKEHHA 3aPAKCHHBIX BHPYCOM
dafiios OTBETCTBEHHOrO 2a ODCCICUCHHEC AHTHBHPYCHOH 3QIIHTEI B YUPEKICHHH,
BAeIbA 3apamenHpx Qailios, a TAKAKE COTPYAHHKOB, HCHONBIYIOMMX 2TH (aiisl B
paboTeL
¢ COBMECTHO € JMIIOM, OTBETCTBEHHBIM 33 ODECTeYeHHE AHTHBHPYCHOH 3ALIHTHI B
VUPEHICHIM, NPHHATL MEPHl K JIOKAIHM3AUHWM H YIAICHHIO BHPYCOB ¢ NOMOUIBIO
HMCHOITHXCA AHTHBHPYCHBIX CPEICTB 3alTHTEL



5. JlomkHOCTHBIC OOSM3AHHOCTH JTHIA, OTBETCTBEHHOTO 1A oDecnetenne
AHTHBHPYCHOH 301HTEL Cpe/IcTR HHopMannm
5.1.Jlupp, oTBeTCTBEHHOE  3a  oDeClEYEHHE  AHTHBHPYCHOH  3alllHTBI  CPEACTB
nAdopMaTHIanK, 00s3aHO!

¢ VCTAHABIMBATE CPENCTBA AHTHBHPYCHOTO KOHTPO/IA Ha NMEPCOHAILHBIX KOMIBIOTEPAX H
cepBepax;

®  HACTPAUBATL [APAMETPEl CPEICTE AHTHBMPYCHOI'O KOHTPONSA Ha TEPCOHATBHBIX
KOMIIBIOTEPAN M CepBepax:

* CBOEBpeMeHHO OOHOBIATH AHTHBHPYCHBIE 0aizbl Ha [EPCOHANBHEIN KOMNBIOTEpax M
CepBepax;

®  CHCHEIENTBHO NTPOBEPHTE KOMITBIOTEPE HA BHPYCHI:

® [IPOBOJHTE BHEOUEPEIHVIO NPOBEPKY B CIIYHAE TOJIO3PSHUA HA HAIWYHE BHPYCOB HIIH 110
1pockie M0Ib30BaTENEH MEPCOHANBHBIX KOMITBIOTEPOB,

e [POBOAMTE B YCTAHOBICHHOM TOPAIKE HWHCTPYKTAXK 110 AHTHBUPYCHOH 3auuTe
MOTB30RATENSH MePCOHANBHEIX KOMIILIOTEPOE. !

5.2, B caiyuae ofHApYMEHHS KOMIBIOTEPHOTO BHPYCA OTBETCTBEHHOC JIHILO 3a& obecneueHne

AHTHBMPYCHOM 3alIMTRI (MW AeHCTBHA NTPH OOHAPYKSHUH BHPYyCa):

o npHHHMaeT Bee HeoGXOIUMEIC MePRI 171 ofecneenis COXpaHHoCTH HHpopMalnn,

*  [IPHHAMAET BCC HEOOXOIMMBIE MEPHI 110 JOKATH3AIHH H YIAICHHIO BHPYCA:
- OTKMIOYAET KOMMBHTEP OT ¢eTn MHTepHeT M JIOKAIBHOH CeTH, ecind OH K Hell OBl
TOJIKTIOYEH
- CCJIH CHMTITOM 3aPaKCHHS COCTONT B TOM, CTO HEBO3IMOMKHO 3drpy3HTBCH € JKECTKOIO
JICKA KOMIBIOTEPE (KOMIBIOTED BhIIACT OWMOKY NPH TMOJKTKOMEHHH ). 3aTPYKAeTea B
PEKHME 3aIIUTEL 0T cDOeB WIH ¢ JIMCKa aBapuiiHoil 3arpysku Microsoft Windows,
KOTOPSII GBI CO3AH TTPH YCTAHOBKE ONEPANMOHHON CHCTEME! HA KOMIIBIOTER,
- COXPAHSET pe3viLTaThl paboThl Ha BHemHeM HocuTene (muekere, CD-mmeke, Quiei-
HAKOIHTENH U 1P, )
- 0DHOBIAET CHIHATYPY Yrpo3 NpOrpaMMEel;
- 3AIYCKACT MOJHY MPOBEPKY KOMITEIOTEPE,
- MPOBO/IHT NEHEHHE HIH YHHHTOXEHHE 3apaKeHHBIX (paiiios;
- B Cliv4ac OOHapYIKEHHS HOBOTO BHPYCa, HE MOLIAIONIETOCH JICUCHHIO IPHMEHACMBIMH
AHTHBHPYCHBIMH  cpesicTBaMu, o0f3aH HAlpaBHTE 3apaKCHHBIT BupycoM (daiin Ha
rHOKOM MArHHTHOM JIHCKE B OpPraHH3amlHio, © KOTOpOoil 3aKmoOueH [O0roBOp Ha
AHTHBHPYCHYIO TIOJUIEPHAKY JUIA JATLHEHIIET0 HCCIeI0RAHHA,

e YBEJOMISET PYKOBOAMTEAA yupexacHna ol oDHapymeHHS BHpPYCA M NOCHEICTEHA €ro
BO3JACHCTBIA,

6. OTBETCTBCHHOCTE

6.1.0TBETCTBEHHOCTE 38 OPTAHH3AUMIO AHTHBHPYCHOMH 3alITHI CPecTE MH(OPMATH3AIHA
BOITATAETCH Ha JIMPEKTOpa YUPEHIICHHE,

6.2. OTBEeTCTBEHHOCThL 3@ TPOBEJASHHE MEPONPHATHH AHTHBHPYCHOTO KOHTpO/Id B
yupexcaenun  H coOmoneHny  TpedopaHHi  HacTosied MHCTpykumm  Bosjiaraercs Ha
OTBETCTBCHHOTO 338 MHPOPMAITHOHHYI0 0230TTACHOCTE VUPEXKACHHA,

6.3. [lepuwoanueckuii KOHTPOAL 33 COCTOSHMEM AHTHBHPYCHOH 3alMTBI  CPEICTB
MHPOPMATHIAINH B YUPEHJIEHHH OCYIHECTBIACTCH AHPEKTOPOM.



